Please type a plus sign (+) inside this box [+] pto/sb/05 (12/97) 

Approved for use through 09/30/00. OMB 0651-0032 
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. O 

flu 



UTILITY PATENT APPLICATION TRANSMITTAL 

(Only for new nonprovisional applications under 37 CFR 1 .53(b) 

Attorney Docket No. 04073.P005 Total Pages _2. 

First Named Inventor or Application Identifie r Chi Fai Ho 

Express Mail Label No. EL034433093US 

ADDRESS TO: Assistant Commissioner for Patents 
Box Patent Application 

Washington, P. C. 20231 



10 
in 



APPLICATION ELEMENTS 

See MPEP chapter 600 concerning utility patent application contents. 



1 . X Fee Transmittal Form 

(Submit an original, and a duplicate for fee processing) 

2. X Specification (Total Pages 27 ) 

(preferred arrangement set forth below) 

- Descriptive Title of the Invention 

- Cross References to Related Applications 

- Statement Regarding Fed sponsored R&D 

- Reference to Microfiche Appendix 

- Background of the Invention 

- Brief Summary of the Invention 

- Brief Description of the Drawings (if filed) 

- Detailed Description 

- Claims 

- Abstract of the Disclosure 

3. _JL Drawings(s) (35 USC 1 1 3) (Total Sheets _8 ) 

4. _X. Oath or Declaration (Total Pages _4 ) Unsigned 

a. Newly Executed (Original or Copy) 

b. Copy from a Prior Application (37 CFR 1 .63(d)) 

(for Continuation/Divisional with Box 17 completed) (Note Box 5 below) 

i. DELETIONS OF INVENTOR(S) Signed statement attached deleting 

inventor(s) named in the prior application, see 37 CFR 1 .63(d)(2) 
and 1.33(b). 

5. _ Incorporation By Reference (useable if Box 4b is checked) 

The entire disclosure of the prior application, from which a copy of the oath or 
declaration is supplied under Box 4b, is considered as being part of the 
disclosure of the accompanying application and is hereby incorporated by 
^ reference therein. 

6. Microfiche Computer Program (Appendix) 

7. Nucleotide and/or Amino Acid Sequence Submission 

(if applicable, all necessary) 

a. Computer Readable Copy 

b. Paper Copy (identical to computer copy) 

c. Statement verifying identity of above copies 



12/01/97 



PTO/SB/05 (12/97) 



ACCOMPANYING APPLICATION PARTS 



8. Assignment Papers (cover sheet & documents(s)) 

9. a. 37 CFR 3.73(b) Statement (where there is an assignee) 

b. Power of Attorney 

10. English Translation Document (if applicable) 

1 1 . X a. Information Disclosure Statement (IDS)/PTO-1449 
X b. Copies of IDS Citations 

12. Preliminary Amendment 

13. _X Return Receipt Postcard (MPEP 503) (Should be specifically itemized) 

14. a. Small Entity Statement(s) 

b. Statement filed in prior application, Status still proper and desired 

1 5. Certified Copy of Priority Document(s) (if foreign priority is claimed) 



1 6. x Other: Certificate of Mailing, including attorney signature and copy of post card. 



17. If a CONTINUING APPLICATION, check appropriate box and supply the requisite information: 
Continuation Divisional Continuation-in-part (CIP) 

of prior application No: _ 

18. Correspondence Address 

Customer Number or Bar Code Label 

(Insert Customer No. or Attach Bar Code Label here) 

or 

X Correspondence Address Below 

NAME Rober A. Diehi. Rea. No. 40.992 

BLAKELY. SOKOLOFF. TAYLOR & ZAFMAN LLP 
ADDRESS 12400 Wilshire Boulevard 

Seventh Floor 

CITY Los Angeles STATE California 

Country U.S.A. TELEPHONE (503) 684-6200 
Express Mail Label: EL034433093US 



ZIP CODE 90025-1026 

FAX (503)684-3245 



12/01/97 -2- PTO/SB/ 0 5 ( 1 2 / 9 7 ) 

Approved for use through 09/30/00. OMB 0651-0032 
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 



Our Reference: 04073. POOS 



Patent 



CIRCUIT EMULATION SERVICE OVER AN INTERNET PROTOCOL NETWORK 

Inventors: Chi Fai Ho et aL 

Respectfully submitted, 
BLAKELY SOKOLOFF TAYLOR & ZAFMAN LLP 




Reg. No. 40,992 



"Express Mail" mailing label number: EL034433093US 
Date of Deposit: August 19. 1999 



I hereby certify that I am causing this paper or fee to be deposited with the 
United States Postal Service "Express Mail Post Office to Addressee" service on 
the date indicated above and that this paper or fee has been addressed to the 
Assistant Commissioner for Patents, Washington, D. C. 2023 1 

■ Michelle^. Turner 



roed orprinte 



t4- 




person majlpg paper or fee) 



ignature of person mailing paper or fee) 



(Date signed) 



Serial/Patent No.: - M<>t yet assxgned PUmg/Issue Date: 8/19/99 

Client: Amber Networks, Inc. XChl Fai Ho et al.J ^^^-^ 

Title: ' " " * " " # ~ " " 



Circuit Emulation Over AN Internet Protocol Network 



BSTZ File No.: 
Date Mailed: 1. 



04073. POOS 



8/19/99 



Atty/Secty Initials: 
Docket Due Date: 



RAD/mi t T- 



The following has been received in the U.S. Patent & Trademark Office on the date stamped hereon: : ^ 

□ Amcndnienl^^ Express Mail ^£3,03443 30 9 3PS XJP Oicck No.lafil49 

□ Appeal Brief (__£_ pgs.) (in tripticate) fj>^?> J" ?5v f ~'* □ ; - Months Extension of Tunc Amt $338 . QQ ' 
n Application - Ufflity MnmtonskiwStatnm&PTt>144?(3 pgs.) *" r * ~ 



D Application - Rule 1.53(b) Continuation (~ > ' pgs.) f <' 

D Application - Rule 1.53(b) Divisional < '_ pgs.) / 

□ Application - Rule 1.53(b) CIP C—-1 pgs-) V J s ; : 

□ Application - Rule 1.53(d) CPA Transmittal ( pgs.) 

Q Application - Design pgs.) 

□ ApplicatioD - PCT ( pgs.) 

□ Application - Provisional ( pgs.) 

O Assignment and Cover Sheet 

Certificate of Mailing 

30L Declaration & poa (, 5 pgs.) unsigned 

D Dsdcsue Dccs& Qjg &Ccpyof h^eiro&S jgpedLetrr( p^) 

. Drawings: _8_# of sheets includes 8 figures 



' □ Check No._ 



O Issue Fee Transmittal 

U Notice of Appeal / 

■ . O Petition for Extension of Time ^ .>' •'; r. i ^ '-' : " v ; ;". ^ 

D Petition for - ~ , ^= '/r * 

XX Postcard ^ \ 

D Power of Attorney ( pgs.) j , ^ . ; v 

□ Preliminary Amendment ( pgs.) 

□ Reply Brief ( pgs.) - 

D Response to Notice of Missing Parts 

O Small Entity Declaration for Indep. Inventor/Small Business 

XXl Transmittal Letter, in duplicate 

JSJSJ Fee Transmittal, in duplicate j; 



XS other: Separate sheet with attorney's signature and cert ificate of 
mailing U page with duplicate J; copies ot three (J) cited rets* 



Attorney Docket No. 4073 .P005 



APPLICATION FOR UNITED STATES PATENT 



FOR 



CIRCUIT EMULATION SERVICE OVER 
AN INTERNET PROTOCOL NETWORK 



Inventors: Chi Fai Ho 
Amar Gupta 
Prabhas Kejriwal 
Ravi Bail Bhat 



Prepared by: 



EL034433093US 



"Express Mail" mailing label number 



Blakely, Sokoloff, Taylor & Zafinan LLP 
12400 Wilshire Boulevard 
Seventh Floor 

Los Angeles, California 90025 
(503) 684-6200 



"Express Ma8" 

Date of Deposit. 



ariralRnaiatei lumber. 

* JftqfoSR Wilier 

jfy that I am causing this pa 



I hereby certify that I am causing 8ds paper or tee to be deposited with the United 
States Postal Service "Express Mafl Pot Was to Addressee" service on the dale 
indicated above and that fids papir « toe lias been addressed to (he Assistant 




WasNnpMD.C. 20231 



Date 



CIRCUIT EMULATION SERVICE OVER AN INTERNET PROTOCOL NETWORK 
Field of the Invention 

The present invention pertains to the field of networking. More particularly, this 
invention relates to circuit emulation services over an internet protocol (IP) network. 
Background of the Invention 

Over the years, a wide variety of networks have been developed to carry various types of 
information. Early networks were telephone networks designed with voice communications in 
mind. These networks were, and still are, primarily circuit-based networks. In a circuit-based 
network, each call establishes a dedicated, point-to-point connection through the network which, 
for instance, allows people at both ends of a telephone call to speak and listen at the same time. 

A circuit remains open for the entire duration of a call even if no one is speaking. In 
which case, a large portion of circuit's bandwidth, or capacity to carry information, is wasted on 
silence, or meaningless data. Time Division Multiplexing (TDM) is a common circuit-based 
technology. In TDM, analog signals are digitally coded and multiplexed in time over circuits at 
a constant bit rate. 

In recent decades, the wide spread use of computers has led to the development of 
additional types of networks. These networks have been designed with data communications in 
mind and are primarily packet-based networks. In a packet-based network, a call may consist of 
a stream of data sent from one computer to another. The stream of data is divided up into 
packets before it enters the network. At the destination, the stream of data is re-assembled from 
the packets. 

A packet-based call does not require a dedicated connection through the network. 
Instead, packets from many different calls can share the same bandwidth. That is, packets from 
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one call can be inserted into spaces between packets from other calls. In which case, packet- 
based networks efficiently utilize much more network bandwidth than circuit-based networks, 
making packet-based networks particularly suited to handle the large volumes of data traffic. 
Packet-based networks, however, normally do not work well for time critical 
5 transmissions such as voice. For instance, in packet-based networks, packets may experience 
delay variations while traveling through the network. As a result, packets are rarely received at a 
constant bit rate. In data communications, delay variations between packets usually do not 
matter. A computer can just wait for a complete set of packets to arrive before processing the 
data. For time critical transmissions however, delay variations can have a significant impact on 
ilO the quality of the call In which case, circuit-based networks like TDM are generally better 
!;1 suited for constant bit rate, time critical transmissions such as voice. 
j|j Since packet-based and circuit-based networks are suited to different kinds of data, 

M network carriers often have to maintain more than one kind of network to satisfy client needs. A 
Q carrier may need to maintain TDM for voice and/or video, as well as packet-based networks such 
^15 as frame relay, ATM (asynchronous transfer mode), and IP (internet protocol) for data. In order 
^ to reduce the number of networks that must be supported, a network solution is needed that can 
provide the advantages of both a circuit-based, constant bit rate service and a packet-based, high 
bandwidth utilization service. 

One approach offered by an industry cooperation group, The ATM Forum, is CES 
20 (circuit emulation service) over ATM. CES over ATM is described in "Circuit Emulation 
Service Interoperability Specification," AF-SAA-0032.000, published September 1995, and 
"Circuit Emulation Service Interoperability Specification Version 2.0/' AF-VTOA-0078.000, 
published January 1997, both available from The ATM Forum at http://www.atmforum.com. 
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CES over ATM establishes a logical path through the ATM network. In this respect, CES over 
ATM is similar to TDM in that all the data in a circuit follows the same point-to-point path. 
With a common path, there should be no out-of-order packets. 

An ATM path can accommodate multiple circuits. Depending on a data rate needed for a 
5 given circuit, different amounts of bandwidth can be assigned to different circuits in a path. As a 
result, delay variations between packets should be greatly reduced. 

Theoretically, CES over ATM eliminates the need for multiple networks because it 
allows ATM to handle regular data as well as constant bit rate data. ATM, however, has a 
number of disadvantages and limitations. For instance, ATM is not as widely spread as some 
^10 other networks. The smaller ATM market share has lead to less research and development 
!;1 directed to future improvements, gaps in ATM availability, especially between regions serviced 
m by different network carriers, and more expensive ATM hardware and technical support. Other 

limitations include security, in that ATM packet headers cannot be encrypted, and failure 
□ recovery, in that data is often lost and re-routing is slow compared to some other networks. For 
1 5 these and numerous additional reasons, CES over ATM is less than an ideal network solution for 
» constant bit rate data transmission. 
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SUMMARY OF THE INVENTION 
The present invention establishes a circuit emulation service (CES) over an internet 
protocol (IP) network based on properties of the IP network. The CES emulates a circuit from a 
local interworking function to a remote interworking function. Data that is received at a constant 
5 bit rate at the local interworking function is encapsulated into a number of IP packets configured 
according to the CES. The IP packets are transported from the local interworking function to the 
remote interworking function according to the CES. In one embodiment, each IP packet also 
includes data segments for simultaneously encapsulating multiple constant bit rate circuits. In 
another embodiment, each data segment includes a separate CES circuit header. 
j 3i0 Other features and advantages of the present invention will be apparent to those skilled in 

•ft the art from the accompanying drawings and the detailed description that follows below. 
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BRIEF DESCRIPTION OF THE DRAWINGS 
Examples of the present invention are illustrated in the accompanying drawings. The 

accompanying drawings, however, do not limit the scope of the present invention. Similar 

references in the drawings indicate similar elements. 

Figure 1 illustrates one embodiment of a circuit emulation service over internet protocol 

(CESIP). 

Figure 2 demonstrates one embodiment of CESIP from a sending interworking function. 
Figure 3 illustrates one embodiment of a CESIP packet. 
Figure 4 illustrates one embodiment of a CESIP circuit header. 

Figure 5 demonstrates one embodiment of CESIP from a receiving interworking function. 

Figure 6 illustrates one embodiment of a re-assembly buffer. 

Figure 7 illustrates one embodiment of a hardware system 

Figure 8 illustrates one embodiment of a machine readable storage medium. 
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DETAILED DESCRIPTION 

Figure 1 illustrates one embodiment of a circuit emulation service over an internet 
protocol (CESIP) network according to the teachings of the present invention. As discussed 
more fully below, CESIP leverages on the many advantages of IP to provide a packet-based 
network solution for constant bit rate data transmission such as voice and video. Like CES over 
ATM, CESIP is intended to emulate the circuit-based characteristics of, for example, time 
division multiplexing (TDM) traffic. 

In the illustrated embodiment, constant bit rate (CBR) circuits 110 and 150, interworking 
functions (IWFs) 120 and 140, and IP network 130 are coupled as shown. CBRs 110 and 150 
represent any of a number of data sources having any of a number of signaling rates. For 
instance, CBR circuits 1 10 and 150 may represent any type of data traffic, such as video, 
digitized voice, frame relay, etc., between individual users, local area networks, internet service 
providers, or virtually any other entity or combination of entities. 

Those skilled in the art will be familiar with various signaling rates, such as structured 
and unstructured digital signal levels DS1, DS3, and NxDSO, and the European equivalents El 
and E3. For instance, a DS1 circuit can support 24 simultaneous 64 Kbps signals, a DS3 circuit 
can support 28 DS 1 s, and an NxDSO can support N channels of 64 Kbps each. CBR circuits 110 
and 150 may also represent logical digital signal equivalent interfaces, such as interfaces that 
convert synchronous transport signals (STS1) into DS3 or virtual tributary (VT1.5) into DS1. 

As an overview, IWF 120 and IWF 140 exchange data to establish the CESIP in IP 
network 130. In various embodiments, a request to establish the CESIP can come through a 
CBR circuit itself, over a signaling channel, through a management system, etc. Once the CESIP 
is established, CBR circuit 110 begins providing a data stream to IWF 120 at a constant bit rate. 
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IWF 120 encapsulates the data into IP packets, attaches a predetermined CESIP header to each 
such IP packet, and feeds the packets into IP network 130 through IP interface 125. The packets 
travel through tunnel session 165 within tunnel 160 to IP interface 135. From IP interface 135, 
the packets arrive at IWF 140. IWF 140 reassembles the data stream from the packets and 
5 provides the data stream to CBR 1 50 at the constant bit rate. 

Those skilled in the art will recognize that, at various places within an IP network, IP 
packets are often fragmented into smaller frames and eventually reassembled, wherein a payload 
for each frame comprises a portion of the original IP packet. As used herein, an IP packet refers 
to a complete packet which may be fragmented into several frames as it travels through an IP 

.scat 

y 10 network. In which case, in the illustrated embodiment, a CESIP header is attached to a complete 

^ IP packet, and not to individual fragments of the IP packet. 

I'ti 

jl] CESIP is preferable to CES over ATM for a variety of reasons. For instance, IP is more 

H widely available than ATM. The cost associated with IP hardware and service is also lower than 
O for ATM. IP has a higher degree of interoperability than ATM in that IP can work with a wider 
% 1 5 variety of physical networks than ATM. IP 9 s high degree of interoperability and wide 

availability also improve CES provisioning. For instance, providing an ATM connection from 
Boston, Massachusetts to San Jose, California can take days. CES over ATM requires a 
permanent virtual circuit that affects the actual operational aspects of the ATM network. 
Numerous physical connections have to be made and verified. IP, in contrast, is homogeneous so 
20 CESIP is available almost anywhere. Anywhere that internet access is available, CESIP is 
available. 

Also, IP provides certain features, such as compression, header encryption, and 
instantaneous failure recovery, that are not readily available in ATM. ATM uses fixed length 
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cells. There is no support for compression in ATM. If useless data, such as silence, is received 
in a constant rate bit stream, CES over ATM will transmit the useless data. IP, in contrast uses 
variable length packets. Numerous forms of compression are possible in CESIP to better utilize 
bandwidth by recognizing useless data and not transmitting it. 

Encryption is also more thorough in IP. In ATM, a header destination cannot be 
encrypted. With access to destination information, CES over ATM can be disrupted in numerous 
ways, such as flooding the destination with data until the destination fails. In IP, a destination 
header can be encrypted while exposed on a public network, and only decrypted while in a 
trusted network. 

ATM is connection oriented, so a failure requires reconstruction of a connection, or 
rerouting, around the failure. ATM re-routing can take a comparatively long time and even cause 
data loss. IP, in contrast, is connectionless. For any given path, there is virtually always an 
alternative path. IP does not rely on a particular route. If a route fails, an alternative route is 
automatically used. Data is not lost. Instead there may merely be a temporary degradation in 
service due, for instance, to a longer alternate path through the IP network. 

The fixed cell size of ATM makes ATM more easy to process through a network than the 
variable sized packets of IP. But, IP hardware has advanced faster than ATM hardware, allowing 
CESIP to sustain signal rates at least as fast as CES over ATM. 

The present invention overcomes a number of obstacles inherent in IP so that the many 
advantages of IP can be utilized for circuit emulation services. For instance, compared to ATM, 
ATM preserves packet order and defines a cell loss ratio through the ATM network. In which 
case, CES over ATM is relatively straight forward. IP packets, however, are often delivered out- 
of-order. In fact, IP provides no guarantee of packet delivery whatsoever. In which case, as 
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discussed below, the present invention accounts for these and other properties inherent in IP to 
provide CESIP. 

Figure 2 demonstrates one embodiment of CESIP in more detail. In block 210, an 
interworking function (IWF) receives a request to establish a CESIP. For instance, from a user's 
perspective, this could be dialing a phone number, submitting a login name, or clicking on a link 
to a web page. The request can come in any of a number of formats. In one embodiment, the 
request is received in a user command. In an alternate embodiment, the request is received in an 
EP frame format. In yet another embodiment, the request is received in a network management 
protocol such as simple network management protocol (SNMP). In each case, the request may 
include all or a portion of the control information necessary to establish a CESIP. For instance, a 
CESEP may already be in place. In which case, the request may just include enough information 
to identify the remote IWF so that the local IWF can verify that the remote IWF exists on the IP 
network, and check on the availability of an already configured CESIP. 

If a CESIP has not already been established, and the remote IWF exists, the IWFs 
exchange control protocol information in block 220 to establish a new CESIP. In one 
embodiment, CESIP builds upon an existing tunneling protocol, layer two tunneling protocol 
(L2TP). A tunnel transports packets across an intervening network in a way that is intended to 
be transparent to the end users. L2TP is described in detail in an Internet-Draft titled "Layer 
Two Tunneling Protocol 'L2TP,'" published June 1999, and available from The Internet Society. 

Basically, L2TP is an encapsulation protocol. Data is encapsulated before entering a 
network and then re-assembled when leaving the network. A tunnel may include several 
tunneling sessions. That is, L2TP can keep track of several different bit streams between a pair 
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of two IWFs at the same time. Each CESIP uses its own L2TP tunneling session. In alternate 
embodiments, any number of tunneling protocols can be used. 

The control protocol for CES layers on top of the tunnel and tunnel session of L2TP. In 
one embodiment, the CES control protocol information includes an alarm option, a compression 
option, an idle pattern option, a check sum option, and a clocking option, a packet size option, a 
multiple circuit option, a maximum transmit delay, a maximum delay variation, and an 
encryption option. The CES control protocol is more easily understood in conjunction with the 
CESIP packet as discussed below. 

Once a CESEP has been established, data is received at a constant bit rate in block 230. In 
block 240, the data is encapsulated into IP packets with additional headers. And, in block 250, 
the packets are sent through the IP network. 

Figure 3 illustrates one embodiment of an encapsulated CESIP packet 300. In the 
illustrated embodiment, CESIP packet 300 includes a number of known, standard headers 
including medium dependent header 305, IP header 310, UDP header 315, and L2TP header 320. 
Medium dependent header 305 depends on the underlying network. For instance, the header may 
be different if the physical medium is a synchronous optical network (SONET), a copper line, a 
coaxial cable, or a digital wireless transmission. The header may actually include more than one 
header such as an ATM header and a SONET line header. The header will change as the packet 
moves through different types of networks. For instance, each router may internetwork two 
different kinds of networks. So, at each router, the packet may get repackaged with a different 
medium dependent header 305. 

IP header 310 includes a length indicator for the variable length IP packet. During 
configuration, the CES control protocol establishes a maximum and minimum packet length. 
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The length may depend on how reliable the network is believed to be. That is, the physical 
network medium has associated with it a bit error rate, such as one bit error per X megabits. A 
longer packet has a higher probability of experiencing a bit error. Once a packet is corrupted by 
a bit error, the packet will likely be dropped. In which case, a more reliable network can support 
a longer packet size and still maintain a low probability of experiencing a bit error. 

Following EP header 3 10 is user datagram protocol (UDP) header 315. If L2TP can work 
directly with IP packets, then UDP header 315 is optional. 

Following the standard headers, the illustrated embodiment includes optional security 
header 325. If it is used, security header 325 may include customized security information, for 
instance, for authentication and encryption. Alternately, a standardized security header can be 
used such as the IP security header, IPSec, which includes a separate authentication header 
section and an encryption header section. If an IPSec header is used, it is usually located 
between IP header 310 and UDP header 315 in the IP packet rather than following L2TP header 
320. 

Following security header 325, the illustrated embodiment includes CESIP header 330. 
In one embodiment, CESIP header 330 contains only a version number for compatibility 
purposes between hardware at each IWF. Additional information pertaining to individual CESIP 
circuits is stored in the respective circuit entries as discussed below. 

The illustrated embodiment contains N circuit entries. That is, if the multiple circuit 
option was enabled during the CES control protocol configuration, each packet can contain data 
from multiple different circuits. For instance, referring to Figure 1, if five simultaneous data 
streams are being sent from CBR 1 10 to CBR 150 at constant bit rates, data from all five data 



EL034433093US -11- 

" Express Mail" mailing label number 



4073.P005 



streams can be encapsulated in one CESIP packet. Each circuit entry includes a circuit header 
section, such as headers 335 and 345, and a circuit data section, such as sections 340 and 350. 

Enabling multiple circuits per packet can reduce overhead. For instance, less bits are 
needed for header information if multiple circuits are included in one packet. Also, less packets 
need to be routed through the network if multiple circuits are included in one packet. The 
drawback to packets containing multiple circuits is increased packet length. As discussed above, 
longer packets have a higher probability of a bit error. In which case, the option to include 
multiple circuits per packet, as well as the number of circuits per packet, may depend on the 
estimated reliability of the underlying physical network. 

Following the circuit section of CESIP packet 300, the illustrated embodiment includes 
an optional check sum field 355. During configuration, the CES control protocol determines 
whether packets will include a check sum. If both users agree that the underlying network is 
exceptionally reliable, the check sum can be disabled to save some bandwidth. Any number of 
check sum formats could be used to identify various errors in CESIP packet 300. 

Figure 4 illustrates one embodiment a circuit header 335 from Figure 3 in more detail. 
Circuit header 335 includes circuit identification 405 to identify which circuit is being emulated. 
Circuit header 335 also includes flags field 410. One embodiment of flags field 410 includes a 
compression flag, idle flag, alarm indication signal (AIS) flag, and clocking information. All 
four of these flags are setup during the CES control protocol configuration. If the compression 
option is enabled during configuration, then the compression flag for a particular circuit in a 
packet is set when the circuit data has been compressed. Even if compression is enabled though, 
not all data is compressible. In which case, the compression flag is only set if data needs to be 
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decompressed at the receiving end. If the compression option is disabled, no attempt is made to 
compress data and the compression flag is never set. 

During configuration, the idle condition option determines how idle conditions are to be 
treated. An idle condition is usually a predetermined bit pattern that indicates no useful data is 
5 being sent. If a sending IWF receives an idle pattern in the input data stream, there is no need to 
transmit the idle data. Rather, the idle flag can be set to indicate an idle state and the data field 
for the idle circuit can be dropped off the packet. The frequency at which the packets are sent 
during idle can also be reduced. The reduced frequency can be set during the control protocol 
configuration. For instance, during normal emulation of a DS3 circuit, an IWF may send packets 
! Ao at a rate of 8 KHz. During idle however, the IWF may send only one packet per second. Or, in 
^1 the case of a multiple circuit packet where only one circuit is idle, the idle circuit may be 
I|j excluded from the packets being sent at 8 KHz and only included in one packet per second. 
\2 The alarm indication signal is similar to the idle flag. If an alarm state is detected, such 

O as an abrupt and unexpected stall in the constant input bit stream at an IWF, an alarm pattern 
^15 should be inserted into the bit stream. Rather than sending the alarm pattern in the data portion 
% of the packet, the data portion can be dropped off and the alarm flag set. Then, the receiving 

IWF, which was configured by the CES control protocol with the appropriate alarm pattern, can 
insert the alarm pattern from the receiving end based on the alarm flag. A great deal of network 
bandwidth can be saved by not sending the alarm pattern over the CESIP. The alarm pattern may 
20 be different for different types of signal rates, such as DS3 and the European equivalent. An 
alarm flag may also reduce the transmission rate similar to the way an idle flag can reduce the 
transmission rate. 
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In one embodiment, the clocking flags will only be included if the CES control protocol 
configuration indicates that the CESIP is asynchronous. The clocking flags are used for clock 
synchronization between a pair of IWFs. Any number of clocking flag formats could be used. In 
one embodiment, a synchronous residual time stamp (SRTS) is used. Those skilled in the art 
will be familiar with clock synchronization using SRTS in CES over ATM. In one embodiment, 
CESIP supports SRTS in a fashion similar to CES over ATM in that CESIP uses a four bit SRTS 
with one bit in each alternate packet so that a complete SRTS value is obtained once every eight 
packets. Alternately, all of the clocking bits can be stored in one packet, or spread over more or 
fewer packets. In a synchronous CESIP, the clocking flags are not needed because the IWFs are 
already synchronous. 

Returning to Figure 4, following flag field 410 is sequence number 415. Sequence 
number 415 is used to reassemble the data stream from the packets of data. In an EP network, 
packets may take different routes and become out-of-order. The sequence number is used to 
reassemble the packets in data stream order. In one embodiment, sequence number 415 is an 
offset value for the packet of data in the stream of data with respect to some reference point. Bits 
in the incoming bit stream are counted with respect to a reference bit, such as the first bit in a 
data stream, as the bits are encapsulated. Each packet is given an offset value equal to the bit 
number of the first bit in the packet with respect to the reference bit. As discussed below with 
respect to Figure 6, at the receiving IWF, the packets are buffered so that out of order packets can 
be assembled in order. 

In one embodiment, the offset number is 32 bits. In which case, the offset number wraps 
around to zero after more than 4 Gbits of data. So, as long as an out-of-order packet does not 
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arrive more than 4 Gbits late, the receiving IWF will either be able to fit it in to the data stream 
or identify it as an old packet that should be dropped. 

In Figure 4, following sequence number 415 is first octet padding 420 and last octet 
padding 430. These two values are used to maintain byte alignment in the data encapsulated in 
the packet. For various reasons, processing speed is increased if byte alignment is maintained. 
During encapsulation however, packets may not begin and end on byte boundaries, so bits are 
often added at the beginning and end of the data portion of a circuit within a packet to maintain 
byte alignment. Therefore, to prevent the padded bits from being added to the output data 
stream, padding value 420 indicates how many bits in the first byte of the data portion of a circuit 
are not part of the data stream and padding value 430 indicates how many bits at the end of the 
last byte of the data portion of the circuit are not part of the data stream so that the bits can be 
skipped. 

Those skilled in the art will recognize that any number of additional approaches can be 
used to maintain byte alignment. For instance, if the data stream is encapsulated in a byte 
aligned manner, every bit in a data field will be fill by the data stream so that the padding values 
420 and 430 can be excluded from the circuit header format. 

Figure 5 illustrates one embodiment of a CESIP from the perspective of the receiving 
interworking function (IWF). In block 510, a request is received to establish a CESIP. For 
instance, this request can be received over the IP network as an IP packet. In block 520, the 
same control protocol information is exchanged as discussed above. In block 530, packets are 
received. As discussed above, the packets may include data from multiple circuits. In block 540, 
the packets are assembled in a buffer based on the sequence numbers in each circuit header, and 
in block 550 the buffered data is delivered at the constant bit rate. 
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Figure 6 illustrates one embodiment of a buffer to reassemble a circuit. The packets 
cannot be buffered for an extended period of time. For instance, for voice communications, the 
constant bit rate data can only be delayed for up to 30 to 50 milliseconds in order to maintain a 
TDM quality connection. Also, buffer 600 should be short enough so that old packets can be 
5 identified using, for instance, the offset numbers discussed above. On the other hand, buffer 600 
needs to store packets long enough to account for maximum delay variations. For instance, 
during CES control protocol configuration, a maximum delay variation is agreed upon by the 
IWFs, and may be in the neighborhood of 10 milliseconds. 

Delay variation is dependent upon network traffic. If a large volume of traffic is passing 
£3-10 through the network, routers are likely to have longer delays because packets have to sit in longer 
;fl queues to be processed. Delay variation is also dependent upon the path that a packet takes 
jSt through the IP network. Different paths usually have different propagation delays. Different 
;2 propagation delays can cause packets to arrive out of order. By allowing packets to accumulate 
Q for at least as long as the maximum delay variation, the chances of loosing packets due to delay 
H 1 5 variation are greatly reduced. 

£f In the illustrated embodiment, buffer 600 includes a low water mark 610 and a high water 

mark 620. Bit stream data are accumulated until low water mark 610 is reached before 
transmitting output stream 630. If high water mark 620 is reached, buffer 600 has overflowed. 
Data must be discarded if buffer 600 has overflowed. In one embodiment and entire buffer 
20 content is discarded. Alternately, data is discarded down to below low water mark 610. If data 
is lost, a predetermined bit sequence can be inserted. For instance, unstructured DS3 uses a 
framed 1010... alarm bit pattern. E3, the European equivalent, uses a 1 1 1 1... bit pattern. 



EL034433093US - 16- 

" Express Mail" mailing label number 



4073.P005 



In various embodiments, packet routing techniques can be used to increase the likelihood 
that packets will follow the same path through the network and, therefore, reduce large delay 
variation and consequently data loss due to late packet arrival. Those skilled in the art will be 
familiar with routing techniques such as source routing, RSVP (resource reservation protocol), 
5 MPLS (multi-protocol label switching), and provisioned flows using a packet filter. 

Figure 7 illustrates one embodiment of a hardware system intended to represent a broad 
category of computer systems such as personal computers, workstations, and/or embedded 
systems. In the illustrated embodiment, the hardware system includes processor 710 coupled to 
high speed bus 705, which is coupled to input/output (I/O) bus 715 through bus bridge 730. 
2l0 Temporary memory 720 is coupled to bus 705. Permanent memory 740 is coupled to bus 71 5, 

!fl I/O device 750 is also coupled to bus 715. I/O device(s) 750 may include a display device, a 

lift 

m keyboard, one or more external network interfaces, etc. 

CI Certain embodiments may include additional components, may not require all of the 

Q above components, or may combine one or more components. For instance, temporary memory 
H 15 720 may be on-chip with processor 710. Alternately, permanent memory 740 may be eliminated 
% and temporary memory 720 may be replaced with an electrically erasable programmable read 
only memory (EEPROM), wherein software routines are executed in place from the EEPROM. 
Some implementations may employ a single bus, to which all of the components are coupled, or 
one or more additional buses and bus bridges to which various components can be coupled. 
20 Those skilled in the art will be familiar with a variety of alternate internal networks including, for 
instance, an internal network based on a high speed system bus with a memory controller hub 
and an I/O controller hub. Additional components may include additional processors, a CD 
ROM drive, additional memories, and other peripheral components known in the art. 
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In one embodiment, the circuit emulation service over internet protocol (CESIP), as 
described above, is implemented using one or more computers such as the hardware system of 
Figure 7. Where more than one computer is used, the systems can be coupled to communicate 
over an external network, such as a local area network (LAN), an IP network, etc. In one 
5 embodiment, the present invention is implemented as software routines executed by the 

computer(s). For a given computer, the software routines can be stored on a storage device, such 
as permanent memory 740. Alternately, as shown in Figure 8, the software routines can be 
machine executable instructions 810 stored using any machine readable storage medium 820, 
such as a diskette, CD-ROM, magnetic tape, digital video or versatile disk (DVD), laser disk, 
JlO ROM, Flash memory, etc. The series of instructions need not be stored locally, and could be 
i; 1 received from a remote storage device, such as a server on a network, a CD ROM device, a 
II floppy disk, etc., through, for instance, I/O device 750. The instructions may be copied from the 
U storage device into temporary memory 720 and then accessed and executed by processor 710. In 
□ one implementation, these software routines are written in the C programming language. It is to 
^15 be appreciated, however, that these routines may be implemented in any of a wide variety of 
ff; programming languages. 

In alternate embodiments, the present invention is implemented in discrete hardware or 
firmware. For example, one or more application specific integrated circuits (ASICs) could be 
programmed with the above described functions of the CESIP. In another example, the CESIP 
20 could be implemented in one or more ASICs on additional circuit boards and the circuit boards 
could be inserted into the computer(s) described above. In another example, field programmable 
gate arrays (FPGAs) or static programmable gate arrays (SPGA) could be used to implement the 
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present invention. In yet another example, a combination or hardware and software could be 
used to implement the present invention. 

Thus, a circuit emulation service over internet protocol is described. Numerous specific 
details have been set forth in order to provide a thorough understanding of the present invention. 
However, those skilled in the art will understand that the present invention may be practiced 
without these specific details, that the present invention is not limited to the depicted 
embodiments, and that the present invention may be practiced in a variety of alternate 
embodiments. In other instances, well known methods, procedures, components, and circuits 
have not been described in detail. 

Parts of the description have been presented using terminology commonly employed by 
those skilled in the art to convey the substance of their work to others skilled in the art. Also, parts 
of the description have been presented in terms of operations performed through the execution of 
programming instructions. As well understood by those skilled in the art, these operations often 
take the form of electrical, magnetic, or optical signals capable of being stored, transferred, 
combined, and otherwise manipulated through, for instance, electrical components. 

Various operations have been described as multiple discrete steps performed in turn in a 
manner that is helpful in understanding the present invention. However, the order of description 
should not be construed as to imply that these operations are necessarily performed in the order 
they are presented, or even order dependent. Lastly, repeated usage of the phrase "in one 
embodiment" does not necessarily refer to the same embodiment, although it may. 

Whereas many alterations and modifications of the present invention will be 
comprehended by a person skilled in the art after having read the foregoing description, it is to be 
understood that the particular embodiments shown and described by way of illustration are in no 
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way intended to be considered limiting. Therefore, references to details of particular 
embodiments are not intended to limit the scope of the claims. 
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CLAIMS 



What is claimed is: 

1 1. A method comprising: 

2 configuring a circuit emulation service (CES) over an internet protocol (IP) network 

3 based on properties of the IP network, the CES being configured from a local interworking 

4 function to a remote interworking function; 

5 encapsulating data received at a constant bit rate at the local interworking function into a 

6 plurality of IP packets configured according to the CES; and 

.** 7 transporting the IP packets from the local interworking function to the remote 

ijjj 8 interworking function according to the CES. 

{ M 1 2. The method of claim 1 wherein the properties of the IP network comprise at least one of a 

L„5. 

IT" 2 maximum delay variation, a bit error rate, out-of-order IP packet delivery, and an unpredictable 

m 3 packet loss rate. 

; ¥ 1 3. The method of claim 1 wherein configuring the CES comprises establishing a tunnel to carry 

2 the plurality of IP packets between the local and remote interworking functions. 

1 4, The method of claim 3 wherein the tunnel comprises a layer 2 tunneling protocol (L2TP) 

2 tunnel and L2TP tunnel session within the L2TP tunnel. 

1 5. The method of claim 3 wherein the tunnel comprises a multi-protocol label switching (MPLS) 

2 tunnel. 

1 6. The method of claim 1 wherein configuring the CES comprises: 
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2 exchanging a plurality of CES control protocol (CESCP) information between the local 

3 interworking function and the remote interworking function. 

1 7. The method of claim 6 wherein the plurality CESCP information comprises at least one of a 

2 circuit identification and an internet protocol address for the local and remote interworking 

3 functions, alarm indication signal options, idle condition options, a clock option, a check sum 

4 option, a minimum and a maximum circuit size, a multiple circuits option, a maximum transition 

5 delay, a maximum delay variation, a compression option, and an encryption option. 

1 8. The method of claim 1 wherein encapsulating the data comprises attaching a CES header to 
*J3 2 each IP packet 

S 1 9. The method of claim 8 wherein the CES header comprises a version number for compatibility 

U 2 between the local interworking function and the remote interworking function. 

; IJ 1 10. The method of claim 1 further comprising: 

2 buffering a plurality of IP packets received from the remote interworking function for at 

3 least as long as a maximum delay variation; and 

4 outputting payloads of the plurality of received IP packets at the constant bit rate. 

1 11. The method of claim 1 0 wherein the maximum delay variation comprises delay due to out- 

2 of-order IP packet delivery. 

1 12. The method of claim 1 wherein each IP packet further comprises at least one circuit, each 

2 circuit comprising at least one circuit header. 
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3 1 3 . The method of claim 1 2 wherein the at least one circuit header comprises at least one of a 

4 circuit identification, a flag field, a sequence number, a first octet padding value, a last octet 

5 padding value, and a data field. 

1 1 4. The method of claim 13 wherein the flag field comprises at least one of a compression flag, 

2 an idle flag, an alarm indication signal flag, and a clocking information flag. 

1 1 5 . The method of claim 14 wherein the clocking information flag comprises a synchronous 

2 residual time stamp (SRTS) value. 

w 1 16. The method of claim 1 3 wherein the sequence number indicates a starting position of a first 

* 2 bit of data in the corresponding circuit with respect to a reference point in a corresponding bit 

5*i 3 stream. 



1 17. An article of manufacture comprising: 
! s 2 a machine readable storage medium having stored thereon a plurality machine executable 

; s 3 instructions; and 

4 said instructions, when executed, to implement a method comprising 

5 configuring a circuit emulation service (CES) over an internet protocol (IP) 

6 network based on properties of the IP network, the CES being configured from a local 

7 interworking function to a remote interworking function; 

8 encapsulating data received at a constant bit rate at the local interworking function 

9 into a plurality of IP packets configured according to the CES; and 

I o transporting the IP packets from the local interworking function to the remote 

I I interworking function according to the CES. 
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1 18. An apparatus comprising: 

2 first circuitry to configure a circuit emulation service (CES) over an internet protocol (IP) 

3 network based on properties of the IP network, the CES being configured from a local 

4 interworking function to a remote interworking function; 

5 second circuitry to encapsulate data received at a constant bit rate at the local 

6 interworking function into a plurality of IP packets configured according to the CES; and 

7 third circuitry to transport the IP packets from the local interworking function to the 

8 remote interworking function according to the CES. 

;jg 1 19. A method comprising: 

'"H 2 configuring a circuit emulation service (CES) over an internet protocol (IP) network 

; : 

^ 3 based on properties of the IP network, the CES being configured between a first interworking 

□ 

" w 4 function to a second interworking function; 

5 encapsulating data received at a constant bit rate at the first interworking function into a 

i n 6 first plurality of IP packets configured according to the CES; 

=|| 7 encapsulating data received at the constant bit rate at the second interworking function 

8 into a second plurality of IP packets configured according to the CES; 

9 transporting the first plurality of IP packets from the first interworking function to the 

10 second interworking function according to the CES; 

1 1 transporting the second plurality of IP packets from the second interworking function to 

12 the first interworking function according to the CES; 
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1 3 buffering the second plurality of IP packets at the first interworking function for at least 

14 as long as a maximum delay variation, said maximum delay variation comprising delay due to 

1 5 out-of-order IP packet delivery; 

16 outputting payloads of the second plurality of IP packets at the constant bit rate; 

1 7 buffering the first plurality of IP packets at the second interworking function for at least 

18 as long as the maximum delay variation; and 

19 outputting payloads of the first plurality of IP packets at the constant bit rate; 
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ABSTRACT 

The present invention establishes a circuit emulation service (CES) over an internet 
protocol (IP) network based on properties of the IP network. The CES emulates a circuit from a 
local interworking function to a remote interworking function. Data that is received at a constant 
bit rate at the local interworking function is encapsulated into a number of IP packets configured 
according to the CES. The IP packets are transported from the local interworking function to the 
remote interworking function according to the CES. In one embodiment, each IP packet also 
includes data segments for simultaneously encapsulating multiple constant bit rate circuits. In 
another embodiment, each data segment includes a separate CES circuit header. 
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Attorney's Docket No.: 04073.P005 PATENT 
DECLARATION AND POWER OF ATTORNEY FOR PATENT APPLICATION 



As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below, next to my name. 

I believe I am the original, first, and sole inventor (if only one name is listed below) or an original, 
first, and joint inventor (if plural names are listed below) of the subject matter which is claimed and 
for which a patent is sought on the invention entitled 

CIRCUIT EMULATION SERVICE OVER AN INTERNET PROTOCOL NETWORK 

the specification of which 

XX is attached hereto. 

was filed on as 

United States Application Number 

or PCT International Application Number 

and was amended on . 

(if applicable) 

I hereby state that I have reviewed and understand the contents of the above-identified 
specification, including the claim(s), as amended by any amendment referred to above. 

1 acknowledge the duty to disclose all information known to me to be material to patentability as 
defined in Title 37, Code of Federal Regulations, Section 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d), of any 
foreign application (s) for patent or inventor's certificate listed below and have also identified below 
any foreign application for patent or inventor's certificate having a filing date before that of the 
application on which priority is claimed: 

Priority 

Prior Foreign Application(s) Claimed 



(Number) 


(Country) 


(Day/Month/Year Filed) 
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(Number) 


(Country) 


(Day/Month/Year Filed) 
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I hereby claim the benefit under title 35, United States Code, Section 1 1 9(e) of any United States 
provisional application(s) listed below 



(Application Number) 



Filing Date 



(Application Number) 



Filing Date 



I hereby claim the benefit under Title 35, United States Code, Section 120 of any United States 
application(s) listed below and, insofar as the subject matter of each of the claims of this application 
is not disclosed in the prior United States application in the manner provided by the first paragraph 
of Title 35, United States Code, Section 112, 1 acknowledge the duty to disclose all information 
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations, 
Section 1.56 which became available between the filing date of the prior application and the national 
or PCT international filing date of this application: 



(Application Number) Filing Date (Status patented, 



I hereby appoint Farzad E. Amini, Reg. No. P42,261 ; Aloysius T. C. AuYeung, Reg. No. 35,432; Amy M. 
Armstrong, Reg. No. 42,265; William Thomas Babbitt, Reg. No. 39,591; Carol F. Barry, Reg. No. 41,600; 
Jordan Michael Becker, Reg. No. 39,602; Bradley J. Bereznak, Reg. No. 33,474; Michael A. Bernadicou, 
Reg. No. 35,934; Roger W. Blakely, Jr., Reg. No. 25,831; Gregory D. Caldwell, Reg. No. 39,926; Kent M. 
Chen, Reg. No. 39,630; Lawrence M. Cho, Reg. No. 39,942; Yong S. Choi, Reg. No. P43,324; Thomas M. 
Coester, Reg. No. 39,637; Roland B. Cortes, Reg. No. 39,152; Barbara Bokanov Courtney, Reg. No. 
42,442; Michael Anthony DeSanctis, Reg. No. 39,957; Daniel M. De Vos, Reg. No. 37,813; Robert Andrew 
Diehl, Reg. No. 40,992; Tarek N. Fahmi, Reg. No. 41,402; James Y. Go, Reg. No. 40,621; Richard Leon 
Gregory, Jr., Reg. No. 42,607; Dinu Gruia, Reg. No. P42,996; David R. Halvorson, Reg. No. 33,395; 
Thomas A. Hassing, Reg. No. 36,159; Phuong-Quan Hoang, Reg. No. 41,839; Willmore F. Holbrow III, 
Reg. No. P41 ,845; George W Hoover II, Reg. No. 32,992; Eric S. Hyman, Reg. No. 30,139; Dag H. 
Johansen, Reg. No. 36,172; William W. Kidd, Reg. No. 31,772; Michael J. Mallie, Reg. No. 36,591; Andre 
L. Marais, under 37 C.F.R. § 10.9(b); Paul A. Mendonsa, Reg. No. 42,879; Darren J. Milliken, Reg. 
42,004; Chun M. Ng, Reg. No. 36,878; Thinh V. Nguyen, Reg. No. 42,034; Kimberley G. Nobles, Reg. No. 
38,255; Michael A. Proksch, Reg. No. 43,021; Babak Redjaian, Reg. No. 42,096; James H. Salter, Reg. 
No. 35,668; William W. Schaal, Reg. No. 39,018; James C. Scheller, Reg. No. 31,195; Anand 
Sethuraman, Reg. No. P43,351; Charles E. Shemwell, Reg. No. 40,171; Maria McCormack Sobrino, Reg. 
No. 31,639; Stanley W. Sokoloff, Reg. No. 25,128; Judith A. Szepesi, Reg. No. 39,393; Vincent P. 
Tassinari, Reg. No. 42,179; Edwin H. Taylor, Reg. No. 25,129; George G. C. Tseng, Reg. No. 41,355; 
Lester J. Vincent, Reg. No. 31,460; John Patrick Ward, Reg. No. 40,216; Stephen Warhola, Reg. No. 
43,237; Charles T. J. Weigell, Reg. No. 43,398; Steven D. Yates, Reg. No. 42,242; Ben J. Yorks, Reg. No. 
33,609; and Norman Zafman, Reg. No. 26,250; my attorneys, and James A. Henry, Reg. No. 41,064; 
Daniel E. Ovanezian, Reg. No. 41,236; Glenn E. Von Tersch, Reg. No. 41,364;; and Chad R. Walsh, Reg. 
No. 43,235; my patent agents, of BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP, with offices located 
at 12400 Wilshire Boulevard, 7th Floor, Los Angeles, California 90025, telephone (310) 207-3800, and 
James R. Thein, Reg. No. 31 ,71 0, my patent attorney; with full power of substitution and revocation, to 
prosecute this application and to transact all business in the Patent and Trademark Office connected 
herewith. 
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Send correspondence to Robert A. Diehl BLAKELY, SOKOLOFF, TAYLOR & 

(Name of Attorney or Agent) 
ZAFMAN LLP, 12400 Wilshire Boulevard 7th Floor, Los Angeles, California 90025 and direct 

telephone calls to Robert A. Diehl , (503) 684-6200. 

(Name of Attorney or Agent) 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may jeopardize the validity of the application or any 
patent issued thereon. 

Full Name of Sole/First Inventor Chi Fai Ho 



Inventor's Signature Date . 



Residence Sunnyvale. California Citizenship USA 



(City, State) (Country) 
Post Office Address 965 Astoria Drive. Sunnyvale. CA 94087 

Full Name of Second/Joint Inventor Amar Gupta 



Inventor's Signature Date . 



Residence Cupertino. California Citizenship USA 



(City, State) (Country) 
Post Office Address 18460 Farminaham Wav. Cupertino. California 95014 



Full Name of Third/Joint Inventor Prabhas Keiriwal 



Inventor's Signature Date . 



Residence Palo Alto. California Citizenship USA 



(City, State) (Country) 
Post Office Address 832 Southampton Dr.. Palo Alto. California 94303 



Full Name of Fourth/Joint Inventor Ravi Bail Bhat 
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Residence Bangalore. India Citizenship India 

(City, State) (Country) 

Post Office Address 201. K.T. Apts.. 8 th Main. 9 th Cross. Malleswaram. Bangalore. India 
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Duty to Disclose Information Material to Patentability 



(a) A patent by its very nature is affected with a public interest. The public interest is best served, 
and the most effective patent examination occurs when, at the time an application is being examined, the 
Office is aware of and evaluates the teachings of all information material to patentability. Each individual 
associated with the filing and prosecution of a patent application has a duty of candor and good faith in 
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual 
to be material to patentability as defined in this section. The duty to disclosure information exists with respect 
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes 
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any claim 
remaining under consideration in the application. There is no duty to submit information which is not material 
to the patentability of any existing claim. The duty to disclosure all information known to be material to 
patentability is deemed to be satisfied if all information known to be material to patentability of any claim 
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1 .97(b)-(d) 
and 1 .98. However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. 
The Office encourages applicants to carefully examine: 

(1 ) Prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a 
patent application believe any pending claim patentably defines, to make sure that any material information 
contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 
information already of record or being made or record in the application, and 

(1 ) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim 
its broadest reasonable construction consistent with the specification, and before any consideration is given to 
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1 ) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of the 
application and who is associated with the inventor, with the assignee or with anyone to whom there is an 
obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 
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